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Preface

The Open Group

The Open Group is a global consortium that enables the achievement of business objectives
through technology standards. With more than 870 member organizations, we have a diverse
membership that spans all sectors of the technology community — customers, systems and
solutions suppliers, tool vendors, integrators and consultants, as well as academics and
researchers.

The mission of The Open Group is to drive the creation of Boundaryless Information Flow™
achieved by:

e Working with customers to capture, understand, and address current and emerging
requirements, establish policies, and share best practices

e  Working with suppliers, consortia, and standards bodies to develop consensus and
facilitate interoperability, to evolve and integrate specifications and open source
technologies

e  Offering a comprehensive set of services to enhance the operational efficiency of
consortia

o Developing and operating the industry’s premier certification service and encouraging
procurement of certified products

Further information on The Open Group is available at www.opengroup.org.

The Open Group publishes a wide range of technical documentation, most of which is focused
on development of Standards and Guides, but which also includes white papers, technical
studies, certification and testing documentation, and business titles. Full details and a catalog are
available at www.opengroup.org/library.

This Document

This document is The Open Group Open FAIR™ Risk Analysis Process Guide, Version 1.1. It
has been developed and approved by The Open Group.

This document offers some best practices for performing an Open FAIR analysis: it aims to help
risk analysts understand how to apply the Open FAIR risk analysis methodology. It is meant for
analysts who are familiar with the Open FAIR Body of Knowledge but have not yet completed
an analysis using it, which means the analyst has read both The Open Group Standard for Risk
Analysis (O-RA) and The Open Group Standard for Risk Taxonomy (O-RT). Moreover, the
Guide assumes the analyst has done some form of qualitative analysis.

This document complements the Open FAIR™ Risk Analysis Example Guide, which provides
examples of completed Open FAIR risk analyses. As a result, this document focuses solely on
describing the process for completing an Open FAIR risk analysis, only providing examples as
useful for explanation or illustration.
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1 Introduction

In the information security industry, when asked to perform a risk analysis, many risk analysts
merely apply their own personal methodology and models to arrive at conclusions that are often
not comparable: “high risk” for one analyst will mean something entirely different to another.

When analyses do not follow a consistent process, the same input data may lead to varying and
diverging results. Moreover, discussing differences in results becomes a long and tedious
process, as analysts must attempt to explain and defend their findings. Often, even when analysts
have access to a more refined model, such as the Open FAIR™ taxonomy, it is not used to
clarify exactly what they are analyzing, which can lead to frustration and inaccurate results.

The body of this document offers guidance on many areas, including identifying the type of risk
analysis requested by a decision-maker, a structured way of initiating, planning, organizing, and
executing an analysis project, with guidance on how to present results to management. This
document structures every risk analysis as a project, with phases that must be completed in order
and steps to complete in each phase; however, this does not mean every analysis will require a
full project team or leadership by a project manager. Structure and organized thinking are what
are important to an analyst or team completing a successful analysis. This document also
provides many questions for risk analysts to answer before doing any analysis.

Open FAIR™ Risk Analysis Process Guide, Version 1.1 1



2 Define the Purpose of Risk Analysis

Before beginning any analysis, the risk analyst must understand the decision-maker’s purpose
for requesting it. That purpose will define the category or main structure of the analysis.
Typically, there are five main purposes that sponsors have for requesting a risk analysis:

e Initial risk analysis of the current state or status quo (known as a Greenfield analysis")
e  Transfer (insurance) risk analysis

e  Support other risk regimes

¢  Remediation project

e  Prioritization of alternative projects

Regardless of purpose, all risk analyses will go through the initiation, scoping, planning,
execution, and informing phases of the analysis. The purpose of the risk analysis will ultimately
dictate which steps are taken within the execution phase: Greenfield analyses, analyses used to
evaluate risk to transfer or insure, and analyses in support of other regimes will not need to
complete all the steps within it, while analyses for remediation projects or alternative
prioritization will complete all the steps. The steps within these phases are described in the
following sections of this document and are depicted in Figure 1.

! A “Greenfield analysis” refers to an initial analysis for which there is no prior work; refer to:
https://en.wikipedia.org/wiki/Greenfield_project.
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Figure 1: Open FAIR Analysis Process Flow Chart

While the steps taken may vary, all these categories of risk analysis share an identical goal: to
assist with effective decision-making, which is why the final phase for every risk analysis
purpose is informing the decision-maker.

The Open FAIR framework follows a bottom-up approach. That is, it focuses on ensuring that
risk analyses are completed using an accurate model; using an accurate model helps ensure that
measurements are indeed meaningful and, therefore, can be used to make effective comparisons.
These comparisons lead to informed decisions and ultimately allow decision-makers to make
effective decisions. Figure 2 shows how these all relate.
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2.1

2.2

Effective Management

Well-Informed Decisions

Effective Comparisons

Meaningful Measurements

Accurate Risk Model

Figure 2: The Open FAIR Risk Management Stack

Initial Greenfield Risk Analysis of the Status Quo

When an organization is performing an initial risk analysis to determine the current risk state, it
will utilize an initial Greenfield analysis. As a result, this category of analysis is inherently a top-
down approach: the Primary Stakeholders are concerned about specific things and want a
statement of risk on the topic as well as a clearly specified Loss Scenario. This current state
analysis may be used to continue an analysis, may add to another analysis, or may be used
simply to keep management informed.

As mentioned briefly earlier, a Greenfield risk analysis will only need to complete some of the
steps in the execution phase. These analyses are completed to understand the current state of risk
rather than to remedy a concern. As a result, they do not consider alternatives to the status quo.

Transfer (Insurance) Risk Analysis

Another category of risk analysis is used to determine if transferring the risk to an insurance
company is worthwhile. Just as with the initial Greenfield analysis, a transfer risk analysis does
not complete all the steps within the execution phase because it will be looking to determine how
much risk (if any) can be transferred to an insurance company. The Open FAIR process is
particularly useful for this.

The results of a Monte Carlo simulation performed as part of an Open FAIR analysis estimate
the probability and magnitude of annual loss — in other words, a probability distribution of
annual loss, also called the annual loss exposure. The stakeholder should expect that the average
of the distribution represents an expected annual cost. The stakeholder, however, is exposed to

The Open Group Guide (2022)



the total distribution of losses, not just the average. Actual losses will vary between the
estimated minimum and maximum of the simulated annual loss distribution.

Most stakeholders, however, prefer certainty of their costs to uncertainty. They prefer to pay the
average cost — or something near that — each year instead of a cost that varies. In other words,
stakeholders prefer low variance to high variance, certainty to uncertainty. When risk-averse
stakeholders insure their risk, they transfer the cost variance, not the average cost, to the
insurance company in exchange for a premium. The Open FAIR expression of the probability
distribution of annual loss exposure informs stakeholders of not just the average of annual loss,
but the variability they can expect and can potentially insure against.

2.3 Support Other Risk Regimes

Sometimes, other risk regimes, such as security or compliance standards, may call for a risk
analysis to be performed. However, they do not specify how to analyze this risk, making the
analysis itself vague and open-ended. To overcome this, the analyst may choose to use the Open
FAIR framework to satisfy the risk analysis requirement. For instance, ISO/IEC 27001 [ISO/IEC
27001] specifies that those following the standard should perform a risk analysis, but it does not
specify how. An Open FAIR risk analysis meets this requirement and fills the void.? Another
example of a standard that requires a risk analysis is the NIST framework. Again, the Open
FAIR framework can be used to meet this requirement.®> Moreover, the Open Trusted
Technology Provider™ Standard (O-TTPS) [C185-1 2018, C185-2 2018] requires that
organizations manage supply chain risk;* again, by providing a consistent way of defining,
discussing, and measuring risk, the Open FAIR framework can assist with the identification,
assessment, prioritization, and mitigation of these risks.

Finally, the Open FAIR framework can also be used to comply with regulations when those
regulations ask for a risk-based approach. The Open FAIR framework meets that description and
fulfills the requirement well.

Unless otherwise specified within the other risk regime, an Open FAIR risk analysis for this
purpose will complete the same steps within the execution phase as a Greenfield or transfer risk
analysis.

2.4 Remediation Project

A remediation project is one that aims to mitigate or prevent loss arising from risk. As a result, a
risk analysis for a remediation project must go through all the execution phase steps. The first
steps act only to establish a status quo of current risk. The remaining steps act to evaluate
potential solutions, called proposals, to the problem, determining how those proposals would
affect the risk, and identifying their benefits and costs. As a result, decision-makers can then
determine whether the evaluated mitigation techniques are worth their costs of implementation
or whether it is more worthwhile to attempt a different strategy, which can include doing
nothing. More guidance on these steps is described in Chapter 5.

2 Refer to the Open FAIR — ISO/IEC 27005 Cookbook [C103 2010].
® Refer to the Open FAIR™ — NIST Cybersecurity Framework Cookbook [G167 2016].
4 Refer to the Supply Chain Security Risk Management (SC_RSM) requirements within the O-TTPS, Part 1 (§4.2.1.1) and Part 2 (§4.11).

Open FAIR™ Risk Analysis Process Guide, Version 1.1 5



2.5

2.6

Prioritization of Alternative Projects

When many sources of risk or many ways to mitigate risk exist, decision-makers may have
difficulty deciding how to optimally deploy their limited resources. However, the Open FAIR
framework provides a common metric for all the various Loss Scenarios and mitigation options.
Therefore, a decision-maker can compare results from multiple Open FAIR risk analyses to
determine which proposals are worth pursuing or are most worthwhile to the decision-maker.

Management will likely focus on those proposals with higher net benefits or that are more cost-
effective; as a result, the analyst would need to evaluate how other changes would affect net
benefits or cost effectiveness and must, therefore, complete all the execution phase steps. The
analyst can then create a portfolio of potential solution proposals to a Loss Scenario for
management to use when deciding how to address it.

If management has more than one Loss Scenario but only wants to mitigate the greatest risk, the
analyst can create a portfolio of Loss Scenarios for decision-makers to consider. Because the risk
for every scenario is expressed in the same units and through the same terminology, the
decision-maker can consider a set of costs and benefits for each analysis and use these to
determine the most important Loss Scenario for focus.

Conclusion

This chapter highlighted the five most common reasons why management sponsors risk analysis
projects. Ultimately, how management will use the analysis will dictate the category of risk
analysis and the steps of the project, but every Open FAIR analysis follows a similar set of initial
planning and scoping steps. Chapter 3 describes how to initiate a risk analysis project. It
discusses important questions to consider and information necessary for any analyst to start to
understand the Loss Scenario and project scope. Chapter 4 addresses the topics of scoping and
planning a risk analysis. Chapter 5 describes how to execute a risk analysis and walks through
the steps required to model and conduct a risk analysis using the Open FAIR framework and
methodology. Chapter 6 highlights information crucial to provide when informing the decision-
maker. Examples of analyses are published separately in the Open FAIR™ Risk Analysis
Example Guide [G21A 2021].
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3 Initiate the Risk Analysis Project

In general, a risk analysis project starts when a decision-maker decides they are concerned about
the risk of some action or activity.

From this point, the decision-maker conveys this concern (either directly or indirectly) to the risk
analyst, who must then work to understand this concern and adequately address it. This means
the risk analyst must follow a series of steps or stages, as described below.

The stages presented in this document differ somewhat from those presented in The Open Group
Standard for Risk Analysis (O-RA) [C20A 2021], since the focus here is on providing guidance
primarily for beginning the analysis, while the O-RA Standard focuses most on completing the
analysis. The mapping between documents is shown in Table 1.

Table 1: Cross-Mapping of Risk Analysis Stages

Open FAIR Risk Analysis Process Guide The Open Group Standard for Risk
Stage (this document) Analysis (O-RA)

Stage 0 | Chapter 3: Initiate the Risk Analysis Project

Stage 1  |Chapter 4: Scope and Plan the Risk Analysis 85.1: Identify the Loss Scenario (Scope the

Analysis)
Stage 2 Section 5.1: Model the Status Quo 85.2: Evaluate the Loss Event Frequency
Section 5.2: Analyze the Present State of Risk
(or Status Quo)
Stage 3 Section 5.1: Model the Status Quo 85.3: Evaluate the Loss Magnitude

Section 5.2: Analyze the Present State of Risk
(or Status Quo)

Stage 4 | Section 5.2: Analyze the Present State of Risk | 85.4: Derive and Articulate Risk
(or Status Quo)

Section 5.4: Estimate the Risk of the Proposed
Future State

Section 5.5: Evaluate the Alternative

Section 5.6: Prepare to Inform the Decision-
Maker

Chapter 6: Inform the Decision-Maker

Open FAIR™ Risk Analysis Process Guide, Version 1.1 7



Open FAIR Risk Analysis Process Guide The Open Group Standard for Risk
Stage (this document) Analysis (O-RA)

Stage 5 |Section 5.3: Model a Proposed Alternative 85.5: Model the Effect of Controls

Section 5.4: Estimate the Risk of the Proposed
Future State

Section 5.5: Evaluate the Alternative

Section 5.6: Prepare to Inform the Decision-
Maker

Chapter 6: Inform the Decision-Maker

The risk concern originally presented to the risk analyst is usually vague and is rarely presented
in the Open FAIR format of Loss Event Frequency and Loss Magnitude. For instance, a generic
concern of a decision-maker could be as simple as “I saw several firms in my industry suffered a
ransomware attack; I am worried about that happening to this firm”. Clearly, the risk analyst
would still have much to determine before being able to describe the Loss Scenario using the
Open FAIR framework.

The risk analyst, then, must first determine the purpose of the requested risk analysis. The
purpose of the analysis will determine what information is necessary and will dictate which steps
will need to be taken later in the analysis, as discussed in Chapter 2.

Once the purpose is identified, the risk analyst must work to ensure the concerns of the decision-
maker can be translated into an actionable format consistent with the Open FAIR terminology.
This means the risk analyst must identify some information from the presented concerns that can
be used to form a preliminary risk question, which is an output of the initiation phase of a risk
analysis, along with a project objective statement. This question uses the information provided
by the decision-maker to present their concerns consistent with the Open FAIR terminology and
structure.

A well-defined risk question will ask about the probable frequency and probable magnitude of
future loss. For instance, a generic risk question will ask: “What is the probable frequency and
probable magnitude of future loss associated with ...... (management’s concern)?”. An Open
FAIR risk analysis uses the probable frequency of future loss (Loss Event Frequency) and the
probable magnitude of future loss (Loss Magnitude) to form an estimate of risk. Therefore, the
risk question that the analyst answers with their analysis must be as specific as possible. This
document discusses refining a risk question in Chapter 4.

Before being able to answer a risk question, the risk analyst must first create a preliminary risk
guestion to be refined later. The risk analyst must also document any assumptions made about
the concerns of the decision-maker and the purpose of the analysis because they will be crucial
when confirming that the preliminary risk question addresses the concerns of the decision-maker
at the end of the initiation phase and while forming the project objective statement.

A risk analysis can only be as strong as the risk question it answers, and forming a preliminary
risk question is the first step of an iterative process undertaken by the risk analyst to form as
specific a risk question as possible given the information available at this early project stage.
Figure 3 shows the steps of the initiation phase. It also shows what information the risk analyst
must have as primary parameters, the questions useful for narrowing down the Loss Scenario,
and the information needed to form the project objective statement as well as the preliminary
risk question.
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Figure 3: Initiation Phase Steps

Identify the Primary Stakeholder

For the analyst, identifying the Primary Stakeholder will often be rather straightforward: it is
likely the organization sponsoring and defining the parameters of the risk analysis. However, it
can also include individual people and groups of people. Simply put, the Primary Stakeholder is
the person or organization that owns the Asset at risk, so the risk analyst does a risk analysis on
behalf of the Primary Stakeholder. To develop a preliminary risk question, the Primary
Stakeholder may not need to be overly specific, but as the analysis progresses, this may change.

Identify the Asset or Asset Type

An Asset is anything of value; this includes systems, data, people, facilities, cash, etc. To begin,
the analyst should have some idea of what the Asset is — this will come from the decision-
marker’s concerns. In reality, this will likely be vague and require further scoping to identify a
specific Asset for an Open FAIR analysis. However, as the analyst understands the stakeholder’s
concern and the Loss Scenario better, this Asset can become more specific. Refining the Asset
will also help the analyst define the threat(s) to that Asset as well as losses from actions against
it.

Identify the Threat Agent or Threat Community

A Threat Agent is anything or anyone that can act against the Asset. The Threat Agent or Threat
Community may be human, animal (such as rats or termites), or naturally occurring events (such
as earthquakes, floods, or tornados). Human Threat Communities may take deliberate, malicious
action or simply make human errors, so the Threat Agent or Threat Community also includes
people who may or may not realize they could impair or compromise the Asset.

As the Loss Scenario becomes more specific through scoping, the analyst may identify more
than one Threat Agent or Threat Community. For instance, a human Threat Agent may be an
insider or an outsider. Outsiders may be hackers, criminals, or even hostile foreign governments.
In some cases, the Threat Agent or Threat Community will be more specific than others, which
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will require initiating a separate analysis for each newly defined Threat Agent or Threat
Community.

Identify the Threat Event

Threat Agents can act in a wide variety of ways to impair or compromise the Asset; this action is
referred to as the Threat Event. By identifying the Threat Agent’s actions, the analyst can begin
to understand the Loss Scenario(s). For instance, a hurricane might throw a car through the walls
of a building or flood an office; a burglar might steal a laptop with banking statements on it from
an unlocked car. These examples focus on the specific method that the Threat Agent will use to
impair the Asset.

After identifying how the Threat Agent or Threat Community might act against the Asset, the
analyst can begin to think of ways to prevent this action or respond to it. However, for the
preliminary risk question, the specific method of impairment might not yet be identified, so the
analyst must either make assumptions about the Threat Agent and its methods or get clarifying
information from the decision-maker or a Subject Matter Expert (SME).

Identify Available Resources and Information Sources

These resources will be invaluable to the analyst for refining the preliminary risk question. They
may include employees working for the organization that requested the analysis, research
conducted by various institutes, first-hand accounts of people involved in the scenario, SMEs,
etc. Gathering this information can be challenging, especially if the risk analyst is unfamiliar
with the process. However, the analyst will use this information to narrow down the preliminary
risk question and eventually to form a more specific risk question.

Identify Time and Budget Constraints

The time and budget available to conduct the analysis will determine a lot about what the risk
analyst can do. Specifically, the risk analyst must consider how much detail can possibly be
included while still addressing the concerns of the decision-maker and finishing the risk analysis
project within the time limit. Depending on the concerns of the decision-maker, the analyst could
find that multiple analyses are necessary to address the concerns, so these constraints must be
established at the beginning of the project.

By drafting a preliminary project plan before creating a preliminary risk question, the analyst
can begin to restrict the scope of the project from ballooning and becoming unmanageable
before it even begins. At this stage, the preliminary project plan need be little more than the time
and budget available to the risk analyst for the project. The plan will change as the analyst’s
understanding of the decision-maker’s concerns and, therefore, the risk question changes.

Create a Preliminary Risk Question

The preliminary risk question should include as much information as possible about the Asset,
Threat Agent, and Loss Scenario. It is the analyst’s first attempt at putting the concerns of the
decision-maker into as much of the Open FAIR structure as possible by asking the risk question
in terms of the probable frequency and magnitude of future loss associated with the target Asset;
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following this structure is crucial for the remainder of the Open FAIR risk analysis. As stated
earlier, a well-formatted risk question will ask: “What is the probable frequency and probable
magnitude of future loss associated with ...... (management’s concerns)?”.

Perhaps the most common fault is asking a risk question that is too broad. The preliminary risk
question acts as a first step in preventing this fault. A preliminary risk question might be: “What
is the probable frequency and probable magnitude of future loss associated with loss of
functionality in a datacenter?””® This is far too broad to be an actual risk question — it does not
include an Asset other than the datacenter and has next-to-no information on the Loss Scenario
or Threat Agent — but the risk analyst can iteratively revise it to strengthen it.

The risk analyst must remember that developing a risk question is an iterative process. Starting
with a risk question that includes some description of frequency or magnitude will help ensure
the risk analysis has the correct rigor. The preliminary risk question will undergo multiple
modifications and revisions as the risk analyst learns new information about the Loss Scenario
and the concerns of the decision-maker.

3.8 Exit the Initiation Phase

The preliminary project plan and the preliminary risk question are the outputs of the initiation
phase. At this point, the risk analyst should roughly understand how the provided information
fits the Open FAIR format as well as what additional information is necessary to conduct the
analysis. Ideally, the analyst will have already identified the Primary Stakeholder, the Asset, and
the Threat Community. The risk analyst should have used this information to create a
preliminary risk question that follows the Open FAIR format and presents the concern about
future loss in terms of probable frequency and probable magnitude. Again, the risk analysis can
only be as strong as the risk question it answers. The analyst should also have a general idea of
how the project might be spaced out in the available time. This information should be included
in the project objective statement. The risk analyst will use this project statement when
confirming the purpose and preliminary risk question with the decision-maker.

From this point, the analyst must confirm that the preliminary risk question and project
statement accurately represent the concerns of the decision-maker. The preliminary project
statement should include the purpose of the analysis as well as any assumptions the analyst has
made. Confirming this information with the decision-maker is crucial before refining the
preliminary risk question further through scoping. If the preliminary risk question does not
represent the decision-maker’s concerns, additional refinement is necessary before scoping and
planning the risk analysis.

® This example preliminary risk question is refined in Chapter 4.
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Scope and Plan the Risk Analysis

After forming the preliminary risk question, making preliminary assumptions, making
preliminary determinations on the Threat Agent, Asset at risk, and Loss Scenario, and
confirming that they accurately represent the concerns of the decision-maker, the risk analyst can
begin to scope and plan the risk analysis. During this phase, the risk analyst will refine the
preliminary risk question and other primary parameters as new information about the Loss
Scenario is learned.

Communication with the decision-maker is vital throughout this phase of the analysis because
new information could reveal that the concerns initially described by the decision-maker are
unfounded and that other Loss Scenarios present greater probability of future loss. If this occurs,
the risk analyst must confirm that the decision-maker concurs with the change of focus. Figure 4
depicts the steps within the scoping and planning phases of the risk analysis as well as what
information during these phases will be useful for describing the Loss Scenario and creating a
project plan.

Scope/Plan the Analysis

Primary
Parameters

Loss
Scenario

Preliminary
ProjectPlan

4.1

12

Refined/Revised . Primary Asset/Asset ThreatAgent
Risk Question Assumptions Purpose SETelalbED Type or Threat
Community

sl Loss Value Derived
Threat Vector Losa Byt from Observable
Loss Event

Data Sources Remediation
and Calibrated Proposal(s) Analysis Plan
Estimates Plan (if any)

Revised
Assumptions

Figure 4: Scoping and Planning Phase Steps

This chapter provides multiple questions that the risk analyst should work to answer as well as
guidance on planning the analysis using project management strategies. Although some of the
guestions might seem repetitive, the risk analyst should remember that working to clarify
assumptions made in the initiation phase is necessary because the decision-maker either did not
provide or did not consider necessary information.

Scope the Risk Analysis

After the initiation phase, the risk analyst should have a general idea of the target Asset and
Threat Agent(s) and/or Threat Community; therefore, during the scoping process, the analyst
must work to define as clearly as possible the target Asset and identify the Threat Agent(s)
and/or Threat Community. Depending on the Threat Community, though, many different attack
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types may exist, so the analyst must also identify how the Threat Agent could impact the Asset;
i.e., the threat vector(s) of interest. This impact could come from a wide array of possibilities,
ranging from the deliberate theft of credit card numbers to water damage to a building from a
storm.

As the risk analyst scopes the risk analysis, they may find that more than one analysis is required
to address sufficiently the concerns of the decision-maker or that an alternative threat is of
greater concern. As a result, throughout the scoping process, the risk analyst must stay in
consistent communication with the decision-maker, ensuring that any change focus is approved,
even for a small change, because all changes will affect the risk question and, therefore, the
entire risk analysis.

Before beginning the scoping phase, the risk analyst must have confirmed with the stakeholder
that the preliminary risk question addresses the decision-maker’s concerns and that the
assumptions included in the project statement are reasonable. During the scoping process, these
assumptions may change as the risk analyst finds new information.

While scoping the risk analysis, the analyst will also need to consider the relationships among
four factors: threats, loss, controls, and Assets. By considering how these interact, the analyst
can ensure that the risk question will be specific enough to address the concerns of the decision-
maker and that each Open FAIR analysis conducted is deliberately done to aid understanding.

Answer Clarifying Questions

By answering the following clarifying questions precisely and accurately, the analyst can refine
a broad preliminary question into something actionable. These questions are similar to what the
analyst considered to form the preliminary risk question, so some of the answers could be
identical, depending on how much information the decision-maker provided in the preliminary
risk concern.

The main objective in answering these questions — perhaps for the second time — is commitment
to these answers that form the foundation for the scope of the analysis. Clear, unambiguous
answers to these questions will allow the analyst to create a specific risk question for each Open
FAIR analysis that will be performed, assuming more than one is necessary.

Who is the Primary Stakeholder?

The Primary Stakeholder from the preliminary risk question may or may not be specific enough
for the individual Open FAIR analyses. For some analyses, using the organization requesting the
analysis as the Primary Stakeholder is likely specific enough. However, the Primary Stakeholder
could also be a specific part of a business or a department within an organization. ldentifying the
exact Primary Stakeholder will ensure the remainder of the analysis only includes information
relevant to the concerns of the decision-maker.

What is the Asset or Asset Type?

The analyst should have already identified a Preliminary Asset; i.e., the thing that needs to be
protected and for which losses need to be calculated. To begin, the analyst should have some
idea of what the Asset is — this will come from the decision-marker’s concerns. However, as the
analyst understands the Loss Scenario(s) better, this Asset can become more specific. For
instance, the datacenter specified in the example preliminary risk question in Section 3.7 could
refer to any number of different Assets depending on the interests of different Threat Agents or
Threat Communities, but customer information stored in the datacenter will likely have specific
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Threat Agents. If there is more than one Asset, the analyst might consider conducting more than
one Open FAIR analysis, especially if each Asset has a different Threat Agent acting upon itin a
different way.

The analyst should also identify aspects of the Asset that will contribute to the Asset’s ability to
resist the actions of a Threat Agent. It may seem to be a semantic distinction, but information
regarding the nature of the Asset and the organization’s ability to manage and maintain the Asset
contribute to understanding the controls around it, which will be discussed later in this section.
The analyst should consider the organization in terms of its business objectives, strategies, and
policies as well as legal, regulatory, and contractual requirements, the overall approach to risk
management, the expectations of shareholders, geographical locations, and any constraints
affecting the organization. All of these will influence the organization’s ability to make decisions
about risk.

Because the Asset is a fundamental part of loss, the analyst should also understand the business
process(es) to which the Asset contributes, the cost to replace the Asset, the architecture of the
Asset (hardware, software, nature of services accessible, etc.), and the resources necessary to
respond to an incident (geographic location in relation to the Incident Response Team, for
example).

From the example preliminary risk question, the Asset of concern is a datacenter. However, this
can become more specific. The question specifies loss of functionality as the main concern, but
this could result from issues involving power supplied to the datacenter, the ability of the
datacenter to connect to a network, etc. Therefore, the Asset will relate directly to the ability of
the datacenter to remain functional.

Who or What is the Threat Agent or Threat Community?

The Threat Agent is anything or anyone that can act against the Asset. A Threat Community is a
group of people or things with similar interests, motives, or methods for impairing the Asset.
The Threat Agent or Threat Community will act directly against the Asset, and “rational”,
human Threat Agents will act against these Assets to accomplish an objective that is valuable to
the Threat Agent at an acceptable cost to the Threat Agent.

Depending on the concerns described by the decision-maker, the analyst may have already
identified a specific Threat Agent when the risk analysis was requested. If they did not, the
analyst can consider the target Asset to understand who or what might impair it and why.

The analyst may find it useful to pre-suppose the applicable Threat Community. In doing so, the
analyst should consider information about the Asset’s value to the threat, as well as the relative
frequency and nature of threat contact with the Asset. The threat analysis can be approached by
breaking the threats down by category (e.g., human/natural/malware) and then by characteristics.
This descriptive process for collecting and viewing all the threats in relationship to each other
can provide a means for identifying the most probable threat for consideration. Table 2 depicts
some examples of various threats possible.
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Table 2: Threat Examples

Human

Event/Circumstance
Internal External Malware Beyond Control
Privileged Technical Professional Any Self-Propagating Natural Disasters
Non-Privileged Technical Amateur Animals

Non-Technical Professional Flooding

Non-Technical Amateur

Although the Open FAIR framework does not specifically address threat actions,® the analyst
should consider Threat Agent motives to determine the action that the Threat Agent is most
likely to take. Because an Open FAIR analysis relies on numbers and quantitative data to create
probabilistic ranges, the analyst should look for information on two specific threat metrics: the
expected frequency of Threat Events (Threat Event Frequency), and the ability of the Threat
Agent or Threat Community to apply force against the Asset and subsequent controls (Threat
Capability).

In developing data for these threat metrics, the threat classification and probable threat actions
should drive the analyst’s quest for evidence and subsequent measurements. Once the metrics for
the threat are gathered, the next step in risk analysis would be to review the controls, for the
ability to resist controls is relative to Threat Capability, which the Open FAIR framework
defines as the level of force a Threat Agent will most likely apply against an Asset.

The example preliminary risk question about the datacenter provides no information on the
Threat Agent or Threat Community. For the sake of simplicity, assume the risk analyst has
examined the various factors that might act to impede the functionality of the datacenter and
found that this datacenter is located in a part of the country frequently impacted by tornadoes.
Due to the severe problems tornadoes can impose, the datacenter likely already has excellent
information on Threat Event Frequency and Threat Capability, even if it does not use those
terms to describe the information.

What is the Threat Event?

The answer to this question describes the (eventual, if the Threat Agent is successful) Loss
Event(s) and part of the Loss Scenario(s). This question seeks to understand how the Threat
Agent will act upon the Asset to impair or otherwise compromise, considering the specific
method that the Threat Agent will use, also known as the threat vector.

The threat vector chosen by the Threat Agent will ultimately depend upon the controls used by
the organization. Controls in the Open FAIR framework are those things that will contribute to
the ability to resist the actions of a Threat Agent or Threat Community. The Open FAIR
framework specifies four categories of controls: avoidance, deterrent, Vulnerability, and
responsive.

® The O-RA Standard does provide high-level categories of actions (access, misuse, disclose, modify, and deny access), but it does not provide
specifics for any category.
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Resistance Strength, which is impacted by Vulnerability-related controls, is an estimation of the
ability to resist the force applied by some percentile of the general Threat Agent population. In
the Open FAIR framework, the ability to resist is judged relative to the threat population;
therefore, the analyst must understand the Threat Agent or Threat Community before being able
to make statements about control strength. Analysts should research and maintain a list of
control effectiveness ratings for various controls that are useful in establishing control strength
estimates.

Using information gathered during scoping, the analyst would likely find that tornadoes could
cause physical damage to the datacenter, damage power lines near the center, or otherwise
impair the ability to connect to the network and transfer/receive data. Assuming power outages
are the most common result of a nearby tornado, the datacenter would likely have some controls
in place to prevent as much functionality loss as possible, such as using back-up generators when
power lines are damaged.

How does the Asset’s Owner Know that the Asset has been Impaired or Compromised?

To phrase this question differently, how does the Primary Stakeholder observe a loss, and what
information do stakeholders observe? Again, the answer to this question describes part of the
Loss Scenario(s). This question seems as though it may be straightforward; however, this is not
always the case. There are clear ways to identify the loss of some Assets (e.g., a stolen car) while
identifying the loss of others will be less obvious (e.g., a stolen credit card number). The risk
analyst should have a methodology for documenting how the stakeholder observes losses that is
followed consistently.

How does the Asset Owner Value the Loss as Observed Above?

The Primary Stakeholder will value different Assets and Loss Scenarios differently. For
instance, the Primary Stakeholder could only care about replacement costs or may worry about
additional costs from a loss.

Regardless, the Open FAIR framework uses monetary values for all losses to ensure the analysis
can be completed using common and comparable units, meaning that numerous analyses can be
compared and that costs can be discussed and contrasted without difficulty, thereby allowing the
analyst to address the concerns of the decision-maker more easily. Therefore, the analyst must
convert observable information on the loss to monetary units by modeling how a loss occurs.
The model can vary, but the analyst should specify the model used and be able to clearly
describe the rationale for using it.

Where will you Find Information on the Loss?

This question deals with one of the more challenging aspects of the risk analysis. Not every loss
has easily identifiable information. Because the Open FAIR risk tree (see Figure 7) embraces a
top-down approach, the analyst might not need large quantities of data from lower levels of the
risk tree if the higher levels have enough information on frequency and magnitude of prior loss
to inform future estimates.

Sometimes, though, data is not readily available. This is not necessarily a problem: by focusing
on quantitative measures and avoiding asking questions that rely on personal feelings, an analyst
can obtain information that is more useful. For instance, a risk analyst might ask: “How many
times per year does the organization have work laptops stolen from personal vehicles?” to
identify the Loss Event Frequency. However, asking: “How strong is the security system already
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in place?” will not yield a precise result. Therefore, the risk analyst must consider what can be
analyzed while asking questions to find information on the loss.

Continuing the tornado example, useful questions might include: “How many times per year do
tornadoes touch down inside of the power grid to which the datacenter is connected?”” and “How
many times per year does the datacenter lose power as a result of a tornado?”. The analyst could
direct these questions either to the datacenter of the analysis and/or to similar datacenters to help
inform the estimates.

Describe the Loss Scenario

After answering the previous questions, the risk analyst should have a rough idea of the Loss
Scenario, which is the “story of loss” as defined from the Primary Stakeholder’s perspective and
describes how a loss occurs. It should include information on the Threat Agent, the threat vector,
and how the Primary Stakeholder values the Asset, observes the loss, and values the loss. The
Open FAIR analysis will only apply to the specific Loss Scenario that the risk analyst creates;
therefore, the risk analyst must confirm with the decision-maker that it describes the concerns
precisely and accurately. At this point, the risk analyst should work to use the answers to those
guestions to specifically describe the Loss Scenario.

While describing the Loss Scenario, the risk analyst should identify what the Threat Agent does
to impair the Asset. The Open FAIR framework breaks down loss into Primary Loss and
Secondary Loss categories: Primary Losses occur as a direct result of the Threat Agent’s actions,
while Secondary Losses occur as a result of a Secondary Stakeholder (a third party) reacting
negatively to a Primary Loss and then becoming Threat Agents to Primary Stakeholders through
their reactions.

The Loss Scenario is the story of that loss that forms a sentence:

A Threat Agent breaches or impairs an Asset that causes an observable Loss Event that has
direct economic consequences (Primary Loss) and may have economic consequences initiated
by reactions from others (Secondary L0sS).

Table 3 describes the six forms of loss identified in the Open FAIR framework. Of these,
productivity, response, and replacement losses are most commonly experienced as Primary
Losses; response, competitive advantage, fines/judgments, and reputation losses are most
commonly experienced as secondary costs. However, any of the six forms can be experienced as
a primary or Secondary Loss.

Table 3: Open FAIR Six Forms of Loss

Forms of Loss

Productivity Direct losses associated with the reduction in an organization’s ability to generate
its primary value proposition (e.g., income, goods, services); it may also include
costs associated with personnel who are unable to perform their duties but who
continue to collect their paycheck (e.g., a call center’s phone lines are down, but
personnel continue to be paid); it accounts for the loss of revenue due to
operational outages and discontinuation (e.g., revenue lost when a retail website
is unavailable due to a system outage); and it includes costs associated with the
impaired productivity of personnel (e.g., increased costs from switching from
automated to manual methods).
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Forms of Loss

Response Direct expenditures associated with managing a Loss Event (e.g., internal or
external person-hours, logistical expenses, legal defense, public relations
expenses).

Replacement Direct expenditures associated with replacing an Asset; typically represented as

the expense associated with replacing lost or damaged Assets (e.g., rebuilding a
facility, purchasing a replacement laptop, replacing a terminated employee,
covering the losses experienced by fraud).

Fines/Judgments Direct expenditures associated with legal or regulatory actions levied against an
organization, including settlements and bail for any organization members who
are arrested.

Competitive Future estimated business losses associated with a diminished competitive
Advantage position, specifically associated with Assets that provide competitive
differentiation (e.g., lower production cost, higher quality, advanced capabilities)
between the organization and its competition.

Reputation Future estimated business losses associated with an external stakeholder’s
perception that an organization’s value proposition is diminished and/or that the
organization represents liability to the stakeholder; this accounts for any
reduction in revenue due to lost market share and typically materializes as
reduced market share (for commercial organizations), reduced stock price (for
publicly traded companies), reduced willingness to cooperate in joint ventures, or
an increased cost of capital.

In an Open FAIR risk analysis, the probability of a Primary Loss Event and the losses attributed
to that event drive the probability of a Secondary Loss Event. An organization has the
opportunity to implement controls that will resist threats from identifiable sources of these
Secondary Losses. Therefore, in utilizing an Open FAIR approach, loss estimation involves
identifying Primary Losses from direct operational impacts, identifying the third-party Threat
Agent source of secondary operational impacts, and performing subsequent analyses (as
warranted) to determine the likelihood and impact of Secondary Losses from secondary
operational impacts.

The Loss Scenario as well as the Primary Loss Event and Secondary Loss Event is presented in
Figure 6.
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Loss Scenario: From the Primary Stakeholder’s Perspective
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Figure 5: Open FAIR Loss Event

Continuing the hypothetical Loss Scenario, a tornado causing a power outage that prevents
devices from communicating would likely face all three of the Primary Losses: the organization
will no longer be able to transmit/receive data to/from its clients, employees will need to restore
power somehow, and any power supply-related property that the tornado damaged will need to
be replaced.

Plan the Risk Analysis

An Open FAIR risk analysis fits the definition of a project well, and this document treats it
accordingly. Therefore, the analyst should be familiar with using project management strategies
or should consider seeking an experienced project manager to assist in planning and later
executing the analysis.

The risk analyst must do this only after precisely answering the questions above. These
questions should have allowed the analyst to further narrow the scope of the risk analysis. After
answering these questions, the risk analyst can understand what additional work is necessary to
complete the risk analysis project. This means the risk analyst should understand where the
necessary data will be found to complete calibrated estimates — any analysis requires finding
data from any number of sources or people. Using project management strategies allows the risk
analyst to better understand how the risk analysis project will progress.

Because the risk analyst should already have a preliminary project plan from the initiation phase,
there will already be a rough understanding of the tasks to be completed; however, this may be
little more than an understanding of the time and budget constraints. Therefore, at this point, the
risk analyst should identify specific tasks and account for any additional Open FAIR analyses
that need to be completed; these tasks will rely upon the purpose of the analysis.
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Exit the Scoping and Planning Phases

More often than not, the initial risk question will have become much narrower during the
scoping process.” Therefore, the outputs of the scoping phase of the risk analysis are the Threat
Agent and/or Threat Community, the Loss Scenario, and the refined risk question. The risk
analyst will work to answer this now more specific question. For instance, the risk question
asked earlier may now become: “What is the probable frequency and probable magnitude of
future loss associated with a tornado causing power loss to a datacenter and preventing
communication between devices?”. This is now a much stronger risk question: it identifies the
Asset, the Threat Agent, and the threat vector. The Loss Scenario then, as the single-sentence
story of the loss, would be: “A tornado causes power loss to a datacenter that prevents devices
from communicating.”

If the decision-maker prefers a shorter version of the risk question, the risk analyst can replace
“the probable frequency and the probable magnitude” with “risk”, so the question reads: “What
is the risk associated with a tornado causing power loss to a datacenter and preventing
communication between devices?”’. However, the risk analyst must remember that the phrase has
merely been substituted.

The actionable project plan, which is an output of the planning phase, describes how the risk
analyst will complete the project within the time and budget allotted. This project plan will
describe research and tasks that need to be completed. It will also include dates for the various
deliverables necessary. Now armed with the project plan, a stronger risk question, and a better
understanding of the scope of the project, the risk analyst can begin to execute the risk analysis.

" Unless the decision-maker presents the concerns in the Open FAIR format and includes all relevant information, the risk question will need to have
become more specific for the risk analyst to find something that can be analyzed. If the preliminary risk question was vague, the risk analyst should
have worked to refine the initial assumptions through communication with the decision-maker.
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5 Execute the Risk Analysis

Having completed the initiation, scoping, and planning phases, the risk analyst should have a
thorough understanding of the Loss Scenario as well as a plan on how data will be found about
the Loss Scenario; this data will come from historical sources.® With this information, the risk
analyst can now begin to execute the risk analysis and make calibrated estimates. This phase of
the Open FAIR risk analysis is composed of multiple steps. The necessary steps will vary
depending on the purpose of the risk analysis, but regardless of purpose, every analysis will
analyze the present state of risk (the status quo). Figure 6 depicts what steps are required for the
different risk analysis purposes, which was already described in Chapter 2.

Execute the Analysis
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Figure 6: Steps for Risk Analysis Purposes

5.1 Model the Status Quo

The risk analyst can now begin to model the risk question. By this point, the analyst should have
already decided on the Asset and the threat as well as worked to find some information and data
on the Loss Scenario. This step of the execution phase involves the risk analyst determining how
far into the Open FAIR risk tree to go to answer the risk question (see Figure 7).

The analyst needs to have flexibility in modeling the risk question. For instance, some scenarios
may need to extend deep into the Loss Event Frequency side or Loss Magnitude side while
others will only need to touch upon upper levels; if the analyst knows about Threat Event
Frequency and Vulnerability, they might not need to search for information on Contact
Frequency. However, if they were hoping to make an eventual change to Contact Frequency by
implementing a new control to deter a Threat Agent as part of a remediation project, the analyst
would need information on initial Contact Frequency and the Probability of Action to
(eventually) show how the new control would affect it.

8 Sometimes, the loss is unprecedented, so there is no data. Using calibrated estimates can provide data to use in an analysis in the absence of historical
data.
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ThreatEvent

Depending on the information found, the risk analyst may need to modify the assumptions made
and revised earlier on. Regardless of whether changes to the assumptions are necessary, the risk
analyst should document the rationale for why and how the analysis will be completed. This
rationale will ultimately determine whether the conclusions in the analysis make sense when the
risk analyst informs the decision-maker at the end of the analysis project.
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Figure 7: The Open FAIR Risk Tree

Analyze the Present State of Risk (or Status Quo)

To analyze the present state of risk, the analyst will rely upon the answers to many of the
guestions from above as well as additional data. This process will involve collecting data from
relevant individuals, systems, etc. As mentioned earlier, the data might not be readily available,
but having modeled the question, the analyst can make reasonable estimates by focusing on
guantitative measures and avoiding asking questions about personal feelings. Although this data
might not be perfect, through calibration and by using simulation methods such as Monte Carlo,
the analyst can make the (potentially) initially absurd estimates more precise while remaining
accurate.

The present state of risk is useful for determining additional action or simply for understanding
the current situation. To assist the decision-maker in understanding the analysis of the status
quo, the risk analyst should also document the rationale for the analysis at this point.

Model a Proposed Alternative

Some risk analyses will get to this step. If they do, at this point, the analyst should suggest or
begin to model the already suggested alternative to the status quo. This alternative will depend
on what was kept in mind while modeling the risk question. The analyst should be able to
explain how changes to the model will be estimated as well as the reasoned arguments to explain
these changes.

Therefore, the analyst would need to focus on changes to specific risk factors to show how
overall risk might be affected. Changes could apply to a single control or to multiple controls.
For instance, strengthening the requirements for passwords would increase Resistance Strength,
which would reduce Vulnerability. Therefore, the analyst would need data on Resistance
Strength both before and after the change to evaluate its effects.

The Open Group Guide (2022)



5.4

5.5

5.6

Estimate the Risk of the Proposed Future State

After proposing the alternative and deciding how the model will be altered because of the new
estimates, the analyst can run the model again. Because the analyst will have already identified
which aspects will be changing, running the new model should include calibrated estimates for
risk factors that include the proposed changes to provide an estimate of the state of risk if the
proposed project is implemented. This state of risk should be directly comparable to the state of
risk in the status quo because the analyst will have simply altered values as a result of the Open
FAIR reliance upon quantitative estimates.

Evaluate the Alternative

The benefit from a change is the risk reduction expressed as a net present value as measured by
the estimated (reduced) risk in the future state as compared to the present state; in other words, a
project’s benefits are the reduction in risk as estimated over the useful life of the proposed
project. These benefits will come from the risk analyses that the analyst has run using estimates
from the status quo and from the proposed change. The benefits will be used to help determine if
the change is worthwhile.

The costs depend upon the changes that are proposed. However, they will be crucial for
determining whether the proposed change is worthwhile or if the analyst should attempt to find a
different remediation method that is more cost-effective. Fortunately, businesses are rather good
at estimating the costs and schedule for a project. To ensure effective comparisons can be made,
though, the costs must also be expressed as a net present value over the life of the project.

By describing the costs of the change as well as the benefits, the risk analyst can ensure the
decision-maker understands the cost-effectiveness of the change as well as its net benefits. The
net benefits ultimately provide a straightforward way for the decision-maker to understand if an
alternative is worth pursuing. However, the decision-maker will need to know the rationale of
the changes to the status quo to understand the net benefits, so the risk analyst must also
document the rationale for the analysis and evaluation of the alternative.

Prepare to Inform the Decision-Maker

The next phase of a risk analysis is to inform the decision-maker of the results of the risk
analysis. This will entail presenting analytical findings and a statement on the overall risk.
Informing the decision-maker will also involve describing the rationale and assumptions used
throughout the risk analysis, so the risk analyst must be sure that these are well documented. The
purpose of the risk analysis will ultimately dictate what information the risk analyst must include
and how that information is presented, but there will be common information among all the
purposes, which were described in Chapter 2.
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The final phase of every risk analysis is to inform the decision-maker. Regardless of the risk
analysis purpose, the analyst should include the risk question and Loss Scenario as well as the
rationale behind the analysis, the approach used to analyze the scenario, the data used to justify
the analysis, and the confidence level in the results based upon the reliability of the available

data.

How the risk analyst chooses to present this will depend not only upon the purpose of the risk
analysis but also on personal and organizational preferences. With that said, though, the risk
analyst should work to include as much information about the six interrogatives as is relevant for
making an informed decision, as shown in Figure 8. With this information, the decision-maker
can determine what (if anything) should be done about the current risk.

Inform the Decision-Maker

Analysis of
Project Objective
and Scope

Data Sources
and Quality

Legal/
Compliance/
Contractual
Considerations

Key
Assumptions

Key Definitions

Major Analytic
Findings

Other
Deliverables
within Scope

Discussion of
Time or
Timelines

Value and Cost
of Further
Analysis

Figure 8: Communicating Risk Analysis Results
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Insource versus
Outsource

Decision being

Informed Type of Analysis

Business Goals Analytical Model

Key Logical
Rationale(s)
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6.1 Who?

First and foremost, the risk analyst must remember the audience for the risk analysis: the
decision-maker requesting the analysis. If the decision-maker is entirely unfamiliar with the
Open FAIR framework, the risk analyst may need to include a brief overview in the report. If the
decision-maker does not understand the Open FAIR format and process, the risk analyst can use
the rationale documented throughout the analysis to help show the value of an Open FAIR risk
analysis.

The risk analyst should also include any SMEs consulted during the analysis. This will allow the
decision-maker to understand the analysis results and the origin of the information provided by
the SMEs, as well as provide an avenue for future research or confirmation of data. Moreover, it
will provide credibility to values used within the analysis, assuming they came from an SME.

The risk analyst must also include the focus of the analysis: the Primary Stakeholder(s) and
Secondary Stakeholder(s).” As discussed earlier, the Primary Stakeholder is most likely the
organization sponsoring the analysis; however, the risk analyst may have found additional or
different stakeholders during the scoping process.

6.2 What?

When informing the decision-maker, the risk analyst must be sure to include the project object
and scope of the analysis. The risk analyst should already have a project objective statement
from the initiation phase but may need to update it if the project went in a different direction
during the scoping phase. Including the project objective will allow the decision-maker to
understand the goal of the analysis and whether it was reached, and including information about
the scope of the project will allow the risk analyst to justify the data included.

If data did not come from an SME, the risk analyst must be sure to document their source(s).
This will add credibility to the data chosen and allow the decision-maker to confirm the results
of the analysis. With this, the risk analyst must also include any assumptions made during the
analysis and definitions of any unfamiliar terms or values.

Finally, the risk analyst must include the overall results of the analysis. This should include
legal, compliance, or contractual considerations of which the risk analyst is aware. Depending on
the purpose of the risk analysis, this could also include a recommendation for what action the
decision-maker should take as well as justification for the action. For instance, a Greenfield
analysis simply explains the current state of risk, so offering a recommendation on it will likely
not be useful; however, for an alternative prioritization or remediation project, a
recommendation on what action to take may be valuable to the decision-maker.

6.3 When?

The risk analyst should include any relevant information on the time or timeliness of the
analysis. For instance, if a proposed alternative would experience different costs at different
points in the future, the risk analyst should describe these.

® If there are any Secondary Stakeholders.

Open FAIR™ Risk Analysis Process Guide, Version 1.1 25



6.4

6.5

6.6

6.7
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If the risk analyst found that more in-depth or additional analysis would not be cost effective,
justification should be included for the risk analysis performed. As stated earlier, the goal of
informing the decision-maker is not to present all information found during the risk analysis but
to present information relevant and valuable for making informed decisions.

Where?

If there are any jurisdictional or geographic implications in the risk analysis, the risk analyst
must be sure to present them. The risk analyst should also include insourcing and outsourcing
and any implications that may arise as a result.

Note that this information may not always be relevant to the decision-maker.

Why?

The risk analyst must be sure to include the purpose of the analysis when informing the decision-
maker. Because the risk analyst should have confirmed the purpose of the analysis with the
decision-maker earlier in the analysis, this information should not be new. However, including
the purpose will allow the risk analyst to present other findings to support the purpose. The risk
analyst should also include any organizational goals the risk analysis supports, if there are any of
which they are aware.

How?

The risk analyst may find that an explanation is needed of how the risk analysis was performed,
depending on how familiar the decision-maker is with the Open FAIR framework. If the
decision-maker is completely unfamiliar with the Open FAIR framework, the risk analyst will
likely need to describe how and why quantitative risk analysis was chosen instead of qualitative
risk analysis. The risk analyst must also be sure to describe the analytical model used to reach
the conclusions as well as the rationale behind the decisions made throughout the analysis.

Presenting Findings

The exact way the risk analyst chooses to present the findings will rely upon personal and
organizational preferences. In presenting the findings, the risk analyst must always remember
that the risk analysis should help the decision-maker make informed decisions that can lead to
effective management. Therefore, the risk analyst should provide data that is useful for the
decision the stakeholder is trying to make. In other words, the risk analyst must select and
present results that are fit for the purpose of the analysis.
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Conclusion

The stages presented above equip the risk analyst to complete an Open FAIR risk analysis. The
Open FAIR risk analysis framework and taxonomy provide the risk model that can be used to
make meaningful measurements. In turn, these measurements allow effective comparisons that
act as the basis for well-informed decisions and, in turn, guide effective management of risk.

By ensuring sufficient preparation goes into initiating and scoping the analysis, the risk analyst
works to ensure that the results from the analysis directly address the concern of the decision-
maker.

However, the risk analyst must consider that there are diminishing returns to gathering more
data, investigating more data, and drilling deeper into the Open FAIR taxonomy. The risk
analyst must ultimately ensure that the results presented are usefully precise to the decision-
maker.

Moreover, the risk analyst may find it valuable to consider an organization’s capacity for loss
and management’s tolerance for loss when informing the decision-maker, though this will
ultimately depend on the purpose of the analysis and whether those details are available to the
risk analyst.

If risk qualifiers are present, the risk analyst must also be sure to convey them when informing
the decision-maker. This is critical to ensure that the decision-maker understands that there may
be some subtle distinctions in the quantitative results that could ultimately impact how the
decision-maker uses the analysis.

While the risk analyst will have avoided using ordinal scales as inputs in the risk analysis, the
decision-maker may wish or require that quantitative results are conveyed using qualitative
statements. This may require further consultation with management to ensure that the scales used
have their approval and are understood by all parties involved; note that it is inappropriate for
the risk analyst to define and use qualitative scales that represent a personal tolerance for loss or
a personal interpretation of what is believed to be the organization’s tolerance for loss.

Finally, the risk analyst should be prepared to defend the results of the analysis. This may
involve revisiting any and all assumptions and rationale that were documented during the
analysis process; it may involve diving deeper into the Open FAIR taxonomy to provide
estimates of lower-level risk factors; or it may involve completing one or more additional
analyses to compare results from different input data or assumptions.
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