Risk Evaluation: Methodology and
Practice — Advice from the Analyst

Front Lines

Debra Elkins, Ph.D.

DHS Policy
Office of Strategy, Planning, Analysis and Risk (SPAR)

Debra.Elkins@hqg.dhs.gov

September 18, 2012




Span of Risk Informed Decisions Considered by DHS

« Some Data * Maximum Data
 Quantitative and Objective Data
» Repeatable (Common) Risk Events
* Decisions Made With Short to
Immediate Time Horizons

* Minimal Data

* Qualitative or Subjective Data

* One Time or Rare Risk Events
 Longer Time Frame to Review and
Revise Decisions as Future Evolves
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Within Directorate Decisions
(spanning programs)

Across Directorate Decisions Program specific decisions
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Evaluation Sector
Facilities Assessments &
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Homela_nd Figure contributed by D. Elkins to the “Review of the Department of Homeland
SCCUI’itY Security’s Approach to Risk Analysis,” p. 29, National Academies Press, 2010
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Align Risk Evaluation with Department
/Agency Evolvmg Gmdance

Quadrennial Homeland e Risk Steering Committee

Security Review Report: Risk Management - :
A Strategic Framework for a Secure Homeland Fundamentals }O)lgds . RISk Lechon
February 2010 iiion
Homeland Security Risk Management Doctrine September 2010
April 2011
&-2 Homeland (a2 Homeland @ H land
™y Security 7 Secu_rity &%} g e%ﬁrllﬁt%,n

* QHSR: http://www.dhs.gov/xlibrary/assets/ghsr_report.pdf

* DHS Risk Mgmt Fundamentals: http://www.dhs.gov/xlibrary/assets/rma-risk-
management-fundamentals.pdf

* DHS Risk Lexicon: http://www.dhs.gov/xlibrary/assets/dhs-risk-lexicon-2010.pdf
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Spectrum of Risk Analysis Methods

Choice of risk modeling & measurement methods depends on data
availability & repeatability of risk events

i} i | >

Minimal Data Some Data Maximum Data
Qualitative or Subjective Data Quantitative and Objective Data
One Time or Rare Risk Events Repeatable (Common) Risk Events
Expert elicitation Influence Diagrams & Statistics Models: Historical data used to
Bayesian Networks fit theoretical probability distributions
. Bayesian techniques ; ;
Relative risk scores / Generalized Regression Models

ranking Risk decomposition (PRA, fault Logit / Probit Models
trees, event trees, decision trees)
Risk maps (likelihood & S
ystems / Infrastructure Monte Carlo Simulation
consequences) Networks Modeling

Optimization Models (Linear, Integer, Mixed Integer Programmin
Lotteries / bet P ( g g g 9)

preferences Economic Input- Computable Generalized Equilibrium || Econometric & Time
Output Models (CGE) Economic Models Series Models

Delphi Method or Nominal Stochastic Processes / Applied Probability Models
Group Technique (Reliability, System Availability, Extreme Value Theory)
Scenario Envisioning Physics / Engineering Systems Models (Dynamic Systems,

D Differential Equations)
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}‘i‘ Homela.nc. Figure contributed by D. Elkins to the “Review of the Department of Homeland

LS Security Security’s Approach to Risk Analysis,” p. 94, National Academies Press, 2010
4

ST,
S
1Y
MR



Question: How do | identify and
select approaches from among all
these tools and techniques?

FFFFF INTERNATIONAL IEC/FDIS

ANSWer(s):

A. Hire, grow, and listen to your
- Secretanat: TMB
Voting begins on Risk management — Risk assessment
200s-08.07 techniques
Voting terminates on
2009-10-09 Gestion des risques — Techniques d'évaluation des risques

B. Hire and listen to your ERM
consultants

C. Leverage a “playbook™ of
Risk Assessment Techniques iy,
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Example: ISO 31010 as a “Playbook”™
for Risk Assessment Techniques

Table A.1 — Applicability of tools used for risk assessment

« 30+ qualitative & quantitative
technigues

* Aligned with a generic risk
assessment process

 Risk Analysis W

Risk Risk

e C, P, Level .
Identification of Risk) / Evaluation

 Provides guidance on each
technique’s applicability and
some additional tutorial
overview materials (92 pages)
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Risk assessment process

Tools and techniques Risk Risk analysis Risk A:iix
Identification Consequence | Probability | Level of risk evaluation
Brainstarming SAT HA HA NA NA BO1
Structured or sami-structurad sA NA NA NA NAa | BOD2
Dielphi SA NA NA NA MA B D3
(Check-lists. SA NA NA NA MA B D4
[Primary hazard analysis SA NA NA NA MA B D5
r:_‘a:;gp?nc operability studies sA sa el A A B 08
g:ﬁ;dlag?éycgs and Critical Contraol sA sa NA NA sA BOT
Environmental risk assessment SA SA SA SA SA B D3
Structure « What if? » (SWIFT) SA SA SA SA SA B 03
Scenario analysis SA SA A A A B 10
[Business impact analysis A SA A A A B 11
[Root cause analysis MNA SA SA SA SA B 12
Failure mode effect analysis SA SA SA SA SA B 13
Fault tree analysis A NA SA A A B 14
[Event tree analysis A SA A A MA B 15
(Cause and conssquence analysis A SA SA A A B 18
(Cause-and-effect analysis SA SA NA NA MA B 17
Layer protection analysis (LOPA) SA A A MA B 13
Decision tree NA SA SA A A B 13
[Human reliability analysis SA SA SA SA A B 20
[Bow tie analysis MA A SA SA A B21
[Feliability centred maintenance SA SA SA SA SA B 22
Sneak circuit analysis A NA NA NA MA B 23
Markow analysis A SA NA NA MA B 24
Monte Carlo simulation NA NA HA NA SA B 25
[Eayesian statistics and Bayes Mets MNA SA NA NA SA B 28
FM curves A SA SA A SA B 27
Risk indices A SA SA A SA B 23
[Consequencelprobability matrix SA SA SA SA A B 20
(Cost/bensfit analysis A SA A A A B 30
Mulii-cr!ieria decision analysis A sA A SA A B3

(MCD

' Strongly applicable.
2! Mot applicable

2 Applicable




Example: Process for Down Selecting Among
Many Possible Techniques to Develop a Supply
Chain Risk Characterization Methodology

Review and integrate
80+ prior studies,
models, and risk
assessments from
DHS, academia,
private sector and
international partners

Existing Models
Inventory

=y

Review 30+ risk
assessment techniques
in 1ISO 31010 Guide

Review HITRAC
Introduction to Risk
Analysis Course
(November 2-6, 2009)

Also consider state-of-
the-art in:

* Meta-Analysis

* Enterprise Risk
Modeling for Financial
Services

S

Down select to 3-5
usable techniques that
permit the integration
over many studies,
models, and prior risk
assessments

S

Candidate Techniques
Identified:

*Scenario Analysis

* Multiple Criteria
Decision Analysis
(MCDA)

* Risk Indices
*Consequence /
Probability Matrix

* Monte Carlo Simulation
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Evaluate and
recommend approach
for detailed
Methodology
Development

“Tools” Comparative
Analysis (i.e., strengths and
weaknesses)

18

Potential Supply Chain Risk Characterization Approach
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Final Takeaways

Pick and choose technique(s) to fit the problem at hand and
what will resonate with your decision-maker(s)

No single “right” way to evaluate risk

Implementing ERM is a process of building analytic capabilities
(people and tools / models) to support the decision processes
within your unique organization

“Act as if what you do makes a difference. It does.”

— William James
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